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Abstract: 

Cloud computing provides Infrastructure-As-a-Service, in which IT infrastructure is deployed in a provider's data center as virtual 

machines. Virtual machines (VM) are rapidly replacing infrastructures of the physical machine for their abilities to emulate hardware 

environments, share hardware resources, and utilize a variety of operating systems. The contents of the virtual disk for each VM are 

stored as a file by hypervisors. It is easy to attach a malware to a file, which allows the attacker to easily create malware in the VM. Due 

to a lot of virtual machines in the cloud, the provider does not give sufficient security measures. Therefore it is essential to protect the 

virtual machine. In this project, the memory usage of the VM is used to  analyse the malware. In the training phase, the memory usage of 

VM before malware injection is gathered and given as input to the one class support vector machine algorithm. In the testing phase, 

the memory usage after malware injection is gathered and given as input to one class support vector machine algorithm. 

New malware strains can be detected without the prior knowledge of their functionality using one-class Support Vector Machine 

algorithm. 
 

Keywords: data center, malware, memory usage, support vector machine, virtual machine. 
 

I.  INTRODUCTION 
 

Malware is the malicious software that is  used to disrupt 

computer operations, gather sensitive information, gain access to 

private computer systems, or display unwanted advertising. All 

cloud services are accessed through the internet and this can 

lead to easy access of malware. Under the cloud computing 

paradigm, data is constantly traveling to and from the cloud. It 

means that both a vastly increased number of opportunities for it 

to compromise not only cloud infrastructure but also client 

infrastructure and devices. A single document or software 

containing malware could damage the entire information in the 

cloud. Once a system is compromised by cloud malware, the 

cloud security risks increase dramatically as the malware 

executes. It may begin to propagate and spread to yet more 

systems. If undetected and left on client devices, the malware can 

deal a significant amount of damage over time. Firewall or 

antivirus software cannot be installed on a cloud-based virtual 

machine (VM). Physical firewalls are not designed to inspect and 

filter the vast amount of traffic originating from a hypervisor 

running a large number of virtualized servers. Because VMs can 

start, stop and move from hypervisor to hypervisor at the click of 

a button, whatever protection that is chosen has to handle these 

activities with ease.  As the number of VMs increases in the data 

center, it becomes harder to account for, manage and protect 

them. The unauthorized people can gain access to the hypervisor 

and take advantage of the lack of controls and modify all the VMs 

housed there. Hence there is a need for detecting malware in 

cloud computing. 
 

A. PAPER DESCRIPTION 

In this paper, Literature review is presented in section II.  Section 

III describes the method of collecting the workload. Section IV 

describes training of the dataset using SVM. In section V, the 

details of malware injection is given. In section VI, the testing 

process is explained. The performance of the project is analysed 

in section VII. 

 

II.  LITERATURE REVIEW 

 

In [1], the system call monitoring and system call hashing on the 

guest kernel are combined with SVM based external monitoring 

on the host. The disadvantage is that the VM is monitored from 

inside the VM which will not lead to effective analysis for the 

vendor. In [7], architectural invariants are properties defined and 

enforced by a hardware platform. The disadvantage of this paper 

is that it cannot be performed in real time. In [9], the guest VMs 

can be protected under the untrusted hypervisor. It extends the 

current hardware support for memory virtualization based on 

nested paging with hardware. It is difficult to maintain the nested  

page tables. In [2], the system and the network features are 

analysed based on the energy metric. The overall energy 

representation derived by the first ten packets is estimated and 

included in feature vectors. The energy derived from first ten 

packets will not provide the accurate result. In [6], all running 

binaries in a virtual instance are intercepted and submitted to one 

or more analysis engines. Live introspection of all system calls is 

performed to detect yet unknown exploits or malware. The issue 

is that system calls should be properly intercepted; otherwise, 

detection will not provide accurate results. In [3], E-EMD is used 

for comparison of the normal feature vector and the obtained 

feature vector. It considers the local characteristics (local maxima, 

minima) of a signal in a given time window. The performance and 

the accuracy of detection are very low. In [8], the technique used 

is trusted platform module Platform configuration register. Hash 

values are used. The disadvantage is hardware cost of attaching 
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TPM to the motherboard is high. In [4], an ontology based 

malware detection technique for the cloud data is presented. In 

that, a K-mean clustering technique is used to classify various 

malware attacks into different classes. There is no updating 

mechanism is provided to update virus definition. 

 

III. WORKLOAD COLLECTION 

 

In computing, the workload is the amount of process that the 

computer has been given to do at a given time. The workload 

consists of some amount of application programming that is 

running on the computer and usually, some number of users are 

connected and interacting with the computer's applications.  

Workloads need to be organized in order to organize the cloud 

when setting up a cloud computing system.  A workload is an 

independent service or collection of code that can be executed.  

A workload can be a small or complete application. A single 

application would potentially consist of a variety of different 

workloads. For example, the workload may consist of Java Server 

Pages running in a servlet engine on a Web server, some Java 

Beans running on an application server, and a supporting 

database running on a database server. Workloads by 

themselves may have properties or attributes that could dictate 

where workload can or can’t run. Thus, the existence of a 

workload as a separate entity is justified and  in theory, it is 

possible to construct a workload for which no deployment can 

exist in any of the clouds available today. There exist many 

examples what kind of attributes a workload may possess. A 

workload may have a compliance attribute, which says that this 

workload must run in an environment with a certain certification. 

Another attribute may be a geographical location requirement, 

whereas it must run within a certain geographic region for a legal 

reason. A workload may be time-bound or time-unbound. A 

workload may have a specific  or flexible start time, in which case 

it may have a hard stop time. It can be interruptible or must run 

without interruptions. A workload may have a  lower limit of 

resources that it needs, expressed in work-independent form. The 

workload may have a budget associated with it, it may have 

redundancy requirements. It may require a certain OS or 

distribution. It may require a certain feature like a persistent disk 

or non-private IP address. It may require a certain minimal access 

speed to some data source. Each requirement is a restriction - the  

workload with more requirements  can potentially run the fewer 

clouds. 

  

A. TYPES OF WORKLOAD 

 

Memory workload  

Each program or instruction needs some memory to store 

temporary as well as permanent data and performs intermediate 

computations. The memory workload determines the memory use 

of the entire system over a given period of time or at a specific 

instant of time. Paging and segmentation activities use a lot of 

virtual memory, thereby increasing the use of main memory. 

However, when the number of programs being executed becomes 

so large, memory becomes a bottleneck for performance.  It 

indicates more memory is needed or programs need to be 

managed in a more effective manner. 

 

CPU workload  

CPU workload is the number of instructions being executed by 

the processor at a particular instant of time or during a given 

period. This statistic indicates that if the CPU is overloaded all 

the time, there is a need for an increase in processing power. 

Similarly, it indicates that if CPU use falls below a certain 

threshold, the processing power should be decreased. Further 

performance improvements  of processing power can be obtained 

for the same number of instructions executing on a CPU at a 

given instant of time by reducing the number of cycles required 

by an instruction for successful execution.  

 

I/O workload  

Most applications tend to spend considerable time gathering 

input and producing output. As a result, the workload of input -

output (I/O) combinations on a system must be analysed 

thoroughly to ensure that appropriate load performance 

parameters are met. The statistics on the number of inputs 

gathered and the number of outputs that are produced by a 

system over a particular duration of time is termed as input-

output workload. 

 

B. VMSTAT 

 VMSTAT is a tool that provides reporting virtual memory 

statistics. It covers system’s memory, swap and processors 

utilizations in real time. 

 

C. PROCEDURE 

 Step 1: Creation of windows virtual machine in ubuntu. 

 Step 2: Collection of workload using the VMSTAT tool. 

 Step 3: Malware injection. 

 Step 4: Collection of workload after malware injection. 

 Step 5: Training and testing of workload dataset using   

 one class Support Vector Machine algorithm. 

 

IV. TRAINING USING SVM 

 

A.ALGORITHM 

One class Support Vector Machine proposed by Scholkopf et al 

is an unsupervised learning algorithm for outlier detection. It is 

used for training with the collected data and then performs 

classification. The one-class SVM formulation handles cases 

using unlabelled data. The main goal is to produce a decision 

function that is able to return a class vector y given an input 

matrix x based on the distribution of a training dataset. The class 

y contains two  class where one outcome is the known class, 

which is the normal VM behaviour, and the other is the novel 

class, which represents any testing instances that are unknown 

to the classifier.  

 

B. PROCEDURE FOR TRAINING 

 

Step: 1 Input 

),,..,( 121 nn xxxxxInput         (1) 

represent a feature vector, which contains all of the VM-related 

features like swpd, buffer, cache, si, so which are described in 

section 4.1.2 
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Step:2 Kernel function           

It is used to raise the data points to high dimensional space and 

find the similarity between training and testing data. Radial Basis 

Function (RBF) kernel function is defined as  

)||||exp(),( 2

ii xxxxk          (2) 

Where  ),( ixxk  - denotes the kernel function 

   x     - Testing data points  

   
ix     - Training data points  

        - 1/standard deviation 

The kernel parameter γ is sometimes expressed as 2/1   and a 

reduction in σ results in a decrease in the smoothness of the 

frontier between normal data and outliers. It is , therefore, possible 

to produce a decision function which approximates the nearest 

neighbour classifier by increasing the value of  γ. 

 

Step: 3 Fit the model 

In order to achieve the classification, training is given to solve 

the optimisation problem  using Lagrange multipliers, as follows: 
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    - Distance from the origin to hyperplane 

  v  - Fraction of outliers 

    - Slack variable to over fit noisy data 

    - Weight vector 

 

C.THRESHOLDS FOR TRAINING DATA 

si - Page-ins are common, normal and are not a cause for 

concern. For example, the executable image and data are paged-in 

during the start-up of  every application. This is normal behavior. 

so - Page-outs can be a sign of trouble. When the kernel 

detects that memory is  running low, it tries to free up memory by 

paging out.  

Though this may happen briefly from time to time, if page-outs 

are plentiful and constant, the kernel can reach a point where it  

spends more time managing paging activity rather than running 

the applications and the system performance suffers. This woeful 

state is referred to as thrashing. The values of so should be zero 

for training data. The nonzero so values indicate there is not 

enough physical memory and the kernel is paging out. The 

memory features are used to see that memory usage increases at 

the same time when the kernel is paging out. The data is trained 

using these thresholds 

 

 
Figure.1 .Training Data 

V.  MALWARE INJECTION 

 

Malware can be injected by running the executable file as well as 

opening malicious URL in the internet. The malware can also be 

sent in a link through e-mail. The Zeus malware is injected into 

VM. This sample is collected from offensive computing.net. It is 

injected by an executable file in VM. Zeus or Zbot is a Trojan 

horse malware package that runs on versions of Microsoft 

Windows.  It can be used to carry out many malicious and 

criminal tasks.  Zeus is spread mainly through drive-by 

downloads and phishing schemes. It reduces the performance of 

the personal computer. 

 

 
Figure.2. Malware injection 

 

VI. TESTING USING SVM 

 

Testing of SVM is done by means of regress ion which predicts 

the value of the testing data. The data collected after malware 

injection is given as input to SVM. The testing data is matched 

against the training data. The decision function is calculated 

using the below formula. It returns the output as -1 if malware is 

present.  

                    


),()(
1

N

i

ii xxkxf    (4) 

Where )(xf  -  Decision function 

  i   - Lagrange multiplier 

   N       -  Number of features. 

Parameter ν is extremely critical and characterises the solution by 

setting an upper bound on the fraction of outliers, and a lower 

bound on the number of support vectors. When ν is increased, it 

results in a wider soft margin, meaning there is a higher 

probability that the training data will fall outside the normal 

frontier, thus identifying legitimate VM behaviour as anomalous 

in our case. Both γ and ν parameters are quite critical and require 

some tuning in order to avoid misclassifications of abnormal 

behaviour to normal and vice versa. The parameters  v and γ can 

be finely controlled and are chosen at training time to alter the 

accuracy of the classifier with respect to the available training 

data. The choice of algorithm parameters is not obvious a priori 

and a small change of γ or v either way can result in a less 

accurate detector. The process of parameter selection is 

conducted in an incremental manner by selecting the lowest 

reasonable values for v and γ and incrementing the values of first 

v and then γ in a pair of nested loops. The increment for γ need 

not be as fine as v because it has much less influence on the 
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accuracy of the detector. Therefore the values should be chosen 

correctly in training phase to produce accurate results in the 

testing phase. 

 

 
Figure.3. Testing data 

 

 
Figure.4 .Result 

 

VII. PERFORMANCE 

 

CONFUSION MATRIX 

A confusion matrix is a table that is used to describe the 

performance classification model on a set of test data. There are 

two possible predicted classes “yes” and “no”.  In predicting the 

presence of malware “yes” indicates  that the VM is infected by 

malware and “no” would mean that the VM is not infected by 

malware. 

 

TABLE .I. Malware 

N=25 Predicted 

No(1) 

Predicted 

Yes (-1) 

 

Actual No 

(1) 

TN   =  14 FP   =   1 15 

Actual 

Yes(-1) 

FN   =    4 TP   =   6 10 

             18            7 25 

 

TP -     The samples predicted as “yes” and malware is present. 

TN -     The samples predicted as “no” and malware is not 

present. 

FP -     The samples predicted as “yes” but the malware is not  

present. 

FN -     The samples predicted as “no” but the malware is 

present. 

 

ACCURACY OF THE CLASSIFIER 

The accuracy can be defined as the percentage of correctly 

classified instances. The SVM classifier made a total of 25 

predictions. Out of 25 samples, the classifier predicted “yes” 7 

times and “no” 18 times. In reality , the dataset contains 10 

malware samples and 15 normal samples. The SVM classifier 

produces an accuracy of 80% .  

 

VIII. CONCLUSION AND FUTURE ENHANCEMENT 

 

In this project, malware detection based on the workload 

information of the virtual machine is accomplished. Malware 

consumes most of the memory, making it unavailable for 

applications to run in virtual machines. The proposed system 

employs a simple technique using support vector machine 

algorithm that identifies the malware accurately. The support 

vector machine is trained using the normal memory usage of  the 

virtual machine. After training, support vector machine is able to 

classify between the normal and malware affected virtual machine. 

Thus the proposed system detects the malware affected virtual 

machine from outside of the virtual machine.  Data enters are built 

on virtual machine infrastructure. All cloud services are using the 

virtual machine for the storage of their data. The proposed 

system in this project focuses only on detecting the malware 

affected virtual machine. It does not identify which is the source 

of the malware. Enhancement should be made to identify the 

source of the malware. Remediation should be taken to abort 

malware containing programs or files. Prevention should be made 

rather than remediation. Security and privacy should also be 

provided as a service in cloud computing. 
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